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Intel’s Statement

[...] Intel is aware of this research which is based upon

assumptions that are outside the threat model for Intel SGX. The

value of Intel SGX is to execute code in a protected enclave;

however, Intel SGX does not guarantee that the code executed in

the enclave is from a trusted source [...]
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• ...but crashes on invalid access

• No syscall or exception handler available
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64.8 MB writable data

mprotect ROP gadgets

SGX

Several pages writable data
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• Trigger-based → plausible deniability

→ Securely and stealthily deploying zero days
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https://github.com/IAIK/SGXROP
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Takeaways

• Asymmetric threat model in SGX fosters malware

• SGX hides and protects malware

• Easy to port existing malware to SGX ROP
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