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e Enclaves are black boxes

Protected from all applications and OS

What if they contain malicious code?

Can we hide zero days?
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Intel’s Statement

[...] Intel is aware of this research which is based upon
assumptions that are outside the threat model for Intel SGX. The
value of Intel SGX is to execute code in a protected enclave;
however, Intel SGX does not guarantee that the code executed in

the enclave is from a trusted source [...]
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Classical exploits cannot be mounted within SGX:

‘ e No syscalls

e No shared memory/libraries

e No interprocess communication

a2

e Blocked instructions
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e Side-channel attacks from SGX [Sch+17]
e Fault attacks from SGX [Gru+18; Jan+17]

e No real exploits from SGX so far
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Trusted Execution Environment |Return—oriented—programming IEXploit
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e No syscall or exception handler available
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Intel TSX: hardware transactional memory

Multiple reads and writes are atomic

@ e Operations in a transaction

Conflict — abort and roll back

Faults are suppressed
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Segmentation fault is a fault

Suppressed in TSX transaction

Abort code — “don’t try again”

Valid page — transaction succeeds
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e Entire memory: 45 min

Start from saved RIP/RSP: few seconds
Undetectable by OS

Used to find ROP gadgets
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o Write to mapped page...
e ...abort immediately
— No architectural write

e Abort code — explicit or implicit
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e TAP+CLAW — find writable memory

— Robust write-anything-anywhere primitive

— Store malicious payload
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W=

TAP: find ROP gadgets
CLAW: find writable memory (data cave)

Inject ROP gadgets into host stack
Profit!
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64.8 MB writable data Several pages writable data
mprotect ROP gadgets mprotect ROP gadgets
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e Remote attestation + dynamic loading — no emulation, no
binary
e Host continues normally — (nearly) no traces

e Trigger-based — plausible deniability

— Securely and stealthily deploying zero days
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https://github.com/IAIK/SGXROP
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Qarie
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OO

Asymmetric threat model
Enclaves assumed always benign
Not realistic in most scenarios

Full memory access avoidable — reduce attack surface
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Takeaways
e Asymmetric threat model in SGX fosters malware
e SGX hides and protects malware

e Easy to port existing malware to SGX ROP
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